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Appendix 4

Risk Log

 Risk Code Risk Title Current Risk 
Score Trend Indicator

CRK-004 *COVID-19* Development Plan 5

CRK-011 *COVID-19* ICT Security 6

CRK-018 *COVID-19* Asset Maintenance 3

CRK-019 *COVID-19* Response & Recovery decision 
making 5

CRK-020 *COVID-19* Well-being of workforce 5

CRK-021 *COVID-19* Loss of income 7

CRK-022 *COVID-19* Forward planning 3

CRK-023 *COVID-19* Contractor insolvency 5

CRK-024 *COVID-19* Mortality management 6
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CRK-004 *COVID-19* Development Plan
An up-to-date development plan is a statutory requirement for all local planning authorities. Due to 
the Covid-19 emergency there is a risk that the Council will not be able to undertake the surveys 
required to input into a robust evidence base.
Managed By: Philippa Smith
Approach: Tolerate  

      

Original Risk 
Score

Current Risk 
Score

Trend 
Indicator Risk Consequence

• Reputational damage - DCLG will intervene and 
commission a third party to produce a plan for the 
City. 
• The City will not meet its housing or employment 
growth targets. 
• Planning permissions will be won on appeal. 
• Significant legal and appeal costs could be 
incurred.  

      

     

Latest Note
Amended to access likelihood as medium on two basis:

1.  Director approval has been given to recruit to one policy team member post and to use short term 
contract staff to support the team funded from the overall staff budget.

2. Survey information is a common issue faced by planning authorities due to the impact of covid19 
which will  need to be addressed by the planning inspectorate and MHCLG.
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CRK-011 *COVID-19* ICT Security
If we are unable to control and secure ICT systems and data against unauthorised access including 
cyber-crime.
Managed By: David Sutton; Nigel Winters
Approach: Treat  

      

Original Risk 
Score

Current Risk 
Score

Trend 
Indicator Risk Consequence

• Significant financial loss and sanctions/fines 
• Significant legal costs 
• Reputational damage nationally, with stakeholders 
and the public - internally and externally.  

      

      

Latest Note
The likelihood of a successful significant cyber attack remains low as business as usual security 
measures are in place, including back up data centre. Insurance has been put in place to provide 
financial support for recovery if needed.

The impact remains significant due to the degree of remote working and lack of availability of physical 
office space in place during the Covid-19 event.

ICT shared service Management Board continues to oversee preventative actions and mitigations, and 
services are reviewing business continuity plans with a focus on managing a loss of network systems.
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CRK-018 *COVID-19* Asset Maintenance
If the Council fail to conduct relevant assessments and maintain owned assets and buildings this could 
result in building damage and risks to Health and Safety.
Managed By: Shane Flynn
Approach: Treat  

      

Original Risk 
Score

Current Risk 
Score

Trend 
Indicator Risk Consequence

• Criminal proceedings 
• Significant financial loss and sanctions/fines 
• Significant legal costs 
• Reputational damage nationally, with stakeholders 
and the public - internally and externally.  

      

      

Latest Note
No change in assessment. Regular reports on the condition of assets and on the status of buildings in 
respect of legionella, asbestos and fire safety are now received monthly by CLT and the reduction in 
the use of buildings due to the Covid-19 outbreak has reduced the risk of accident or contamination. 
Regular checks are continuing and additional security rounds have been put in place to help safeguard 
assets.

Proposals for return to work will include safe working and appropriate distancing measures developed 
through reference to government guidance and best practice advice.

An Asset Management strategy was presented to Policy & Resources Committee in October 2019 and 
an Asset Management Plan was prepared for Committee in March but not yet approved. This is being 
used to form the basis of a new risk-based approach to asset management.
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CRK-019 *COVID-19* Response & Recovery decision making
Due to the impact of the emergency across the whole organisation, the prolonged period of the 
incident, and the wide range of sources of information, there is a risk that decisions may be made at 
the incorrect level or not correctly implemented following the Council's emergency response 
arrangements.
Managed By: Sian Stroud
Approach: Treat  

      

Original Risk 
Score

Current Risk 
Score

Trend 
Indicator Risk Consequence

If decisions are not properly made or implemented 
correctly then there is a potential for adverse impact 
on resources, staff morale, and for legal challenge  
and reputational damage.

      

      

Latest Note
From 17 March, a system for recording CLT and CMT-level decisions has been established along with a 
detailed Covid-19 risk register which highlights key areas of concern for decision-making.

Regular (initially daily) meetings have been established to provide two-way feedback between CLT and 
CMT to enable decisions on key points to be recorded with a clear decision trail.  

Leaders Group meetings have been moved to weekly from 23 March to support decision-making

Staff policies have been introduced covering changes to terms and conditions and risk assessments 
reviewed to ensure that agreed processes are clear and can be followed.

Regular communication bulletins highlight and clarify agreed approaches and management directives, 
as necessary.
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CRK-020 *COVID-19* Well-being of workforce
If we do not effectively manage staff mental well-being this could result in loss of morale, sickness and 
absence.
Managed By: Mark Edwards
Approach: Treat  

      

Original Risk 
Score

Current Risk 
Score

Trend 
Indicator Risk Consequence

In addition to the affect on individual members of 
staff, adverse well-being could lead to signifcant 
staff absence and therefore a reduction in service 
delivery and reputational damage.

      

      

Latest Note
Regular two-way CLT and CMT discussions have been established to provide feedback mechanisms and 
escalate any issues relating to staff working conditions.

Messages advising staff on agreed approaches and highlighting sources of support have been provided 
initially daily and subsequently at least weekly as appropriate.

Through the initial stages of the transition, regular data on staff locations and work status was 
captured to provide management information but this has been subsumed by now-established team 
management arrangements across all directorates.

E-working has been rolled out to support internal communication and the Learning Lounge has been 
updated with a range of support badged under a 'Staying physically and mentally resilient' heading.
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CRK-021 *COVID-19* Loss of income
Loss of income due to disruption to services and changes in customer behaviour may affect the 
Council's finances. 
Managed By: Mark Baldwin
Approach: Treat  

      

Original Risk 
Score

Current Risk 
Score

Trend 
Indicator Risk Consequence

Income from services is a significant proportion of 
the Council's funding and therefore a substantial 
loss of income would reduce the Council's available 
expenditure budget.

      

      

Latest Note
Loss of income is projected to be around 20% of budgeted income due to the Covid-19 lockdown, with 
particular impact on car parking, planning and income from museums and the Guildhall. This can be 
mitigated in the short term by risk reserves but the longer-term impact needs to be assessed once 
some level of return to business as usual is established.
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CRK-022 *COVID-19* Forward planning
If the current event prevents effective forward planning, the Council may not be able to effectively 
manage the organisation over the coming months and years. 
Managed By: Shane Flynn
Approach: Treat  

      

Original Risk 
Score

Current Risk 
Score

Trend 
Indicator Risk Consequence

Inadequate forward planning would put the Council 
at risk of making decisions that are not 
appropriately evidenced or well researched and 
considered
Delays in planning and decision making may also 
result in delays to progress on key projects

      

      

Latest Note
Following a focus on emergency response in the first weeks of the Covid-19 event, all corporate 
planning structures have now resumed.

Corporate Leadership and Management teams are running Covid specific and business as usual 
meetings to ensure a focus on forward planning.

Member Committees have been scheduled, several Planning Committees have been successfully 
conducted over video conferencing, and Council and other committees will follow during May and June.

The effectiveness of remote working and the availability of staff and members means that this risk is 
assessed as low likelihood, and significant impact.
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CRK-023 *COVID-19* Contractor insolvency
Contractors may become insolvent resulting in delay or loss of services/goods.
Managed By: Shane Flynn
Approach: Treat  

      

Original Risk 
Score

Current Risk 
Score

Trend 
Indicator Risk Consequence

Contractor insolvency could result in a signifcant 
disruption to continuity of service and potential 
financial loss and reputational damage to the 
Council

      

      

Latest Note
The risk is deemed medium while the current exceptional circumstances are in place but may increase 
if the impact of the Covid-19 disruption is prolonged, particularly in terms of economic recession.

The Council has followed guidance in Procurement Policy Notes issued by the Cabinet Office to 
maintain payments to suppliers and is working with individual suppliers, such as Freedom Leisure, 
Worcester Racecourse, Worcester Community Trust and Worcester BID to maintain facilities and 
services during the lockdown.

A protocol was established on 29th April covering arrangements to support contractors by enabling 
them to work on Council sites and projects where this is deemed to be:

• Safe 
• Proportionate 
• Lawful 
• Informed by evidence 
• Consistent 
• Transparent 
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CRK-024 *COVID-19* Mortality management
If the increase in death rate exceeds the rate of funerals then the requirement for mortuary facilities 
within Worcestershire will increase and may be exceeded. This risk is shared across the Worcestershire 
Local Authorities.
Managed By: David Blake
Approach: Treat  

      

Original Risk 
Score

Current Risk 
Score

Trend 
Indicator Risk Consequence

Insufficient capacity for body storage would require 
emergency measures that could be viewed as 
inappropriate and insensitive

      

      

Latest Note
Significant additional storage capacity is now in place.

The death rate continues to fall and the rate of funerals has increased such that the number of 
funerals exceeds deaths. The required capacity is therefore falling and the likelihood of exceeding 
capacity is low, although the impact remains critical.
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